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We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R. §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.
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CPNI CERTIFICATION
47 C.F.R. § 64.2009(e)

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Madera Radio Dispatch, Inc.

FRN Number: 0001532522

Name of signatory: Fred Massetti, Jr.

Title of signatory: President

I, Fred Massetti, Jr., certifY that I am an officer of the company named above, and acting
as an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

~1?;1;. --J
Signed c:Jiu./?~t6 i~1l4~~~~ (



MADERA RADIO DISPATCH, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files ..

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fUlly recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federcl'Communicdtions Commission

provided using Internet Wepsites (such
as travel reservation services or mort.,
gage lending services), whether or nor.
such'servicesrnayotherwise be consid
eredto be information services.mLocal exchange carrier «LEC); The
terrn"local exchange carrier (LEC)"
has1:!"l:e~amemeaning 'given to such

,term insecti()~3(26) qf the COITl:rnu~

n.ic.a.. t.. i.o.ns :.A... c.t.:...•:.. Of.: •.......1934 ,. :as'.: ...•..•.:..,•.a.. m e..,...•:•...na'..:ed,. 4
7
:...•U.S.C, 153(26). .' .,:

(k) Dpt.,irJ approval. TheterTIl·'opt,-in.
approval"refers ·to .a methodforob
~iniI1gpuswmerc:onsenttous~idis ..
clQSei .. orperrnitac:eessto. the .. eus.,
tomer's·.·.:.gPNI" ..•..:This, ... approval 'rn~t:hod
requiresthatthecarrieyobt.ain from
the customer affirmative, .e~press .co.P~
sent ,alloWing ..,th~requested .CPNI
U'sage, disclosure, or access after the
customer i;;-pr.ovidedappropriat.e '. noti"

.·fication·of tt1ecarrier's.Dequest.·. con~

S1.'.5..t..e.·.11..t.. wi t.. h ·,t.:.,·.h', ..e. r.·.·eqU.,l.'~..•.e.::m':':,.:.•.,:...•.e,:n:'ts.....•.........:..set f:or:,t.•.,.h.inth~s subpaJ:1't.<i
: .'...•.:(J.) .:·.·.. Opt-outapprovB;4,·Weterm·'opt
out.·approval"· .refers .·tela meth~C\ .' fOr"'
obtaining custoITler conseIltt.o'use, .dis..
close; .or permit access to the .... .cus
tqrner'$<CPNI... Under .. ,this approval
method. a .customer is .deemed·t:;ob:ave
consent~dto the us~,disclosure.orac~
cesst.o the customer's CPNlifthecus. '
tome~has '.faile~.toobjee:t 'thereto. y.rith.. ,
irrtl"'i.~y.raitingperioddescribe{iin .

,§64.Z008(d)q)aft~rthe,customer i~ ?~o ..
vided .. apPF9priate. Il0tificatiop ofth~
carrier!s.·re9uestJorconsentco~is'C~nt

with th~rules inthis~ul:mal"'t..

(m). R~adiJy ,availablebiograp'hi.ca,lin'
fOrmation;.' 'Readily . available.. biO
graphical infprmation" is information
ara.wri~rpro the customer's life .. history,
and in-eludes such'thingS as tl;J.ecus.
tomer'sstlcial~ecurit)'l1urI1ber,or the
last. fou~,di~it$.pf'tha.t number: moth
er'smaidenname: home address; . or
date of birth.;

(n) .Subscriber ·listinformatiorr .(SLJ).
The .term "subscriber list information
(SLI)"has t)1esarnemeaninggiven.t.o
such termin:seetion .Z2t(h)(~)ofthe
CommunicationsAet of 193t as amend·
ed, 47 U.S.C. Z2Z{h)(3).

(0) TelecommunicatioilscarTier or' car
rier. The terms "telecommunications
carrier" of "carriiet" shall have the
same meaning as set forth in section
3(44) of the Communications Act of
1934, as amended, 47 U.S.C, 153(44). For

§64.2005

the .purposes of this·subpart. ··the .term
"r.elecommunicationscarrier"or "car
rier' 'shall intludeanentitythat pro
vides interconnected VoIPservice, as
thattem1 is d~finedin sectionB.3 of
these rules. ..': :

(p) '. Telecommunications.. service, .The
terrl1.: ,.. ·'telecommunications. serVice"
has tne,sarnemeaninggiventosuch
t~nn •in isection 3(46) '... of :the c.ornmu.

Dl.~~~.o~;3(~};Of1934,as.... amended, .. 47

'(q) Telephone number of record. The
telephonenurnberassociaIed With the
~nderlZfingservice. not the telephone
Dumper supplieda.sR .customer' S •• can
r.actinf9.rmation,"

{:t} Valid photoTD,A"validphotoID"
is .agovernment-issuedmeans of .per..
son~lidentification with a photograph
such as •.~·.dtiver'slicens~, passport, or
comp~r.aOleIDthatis!10te~ired.

[72.FR2,19p},June a.zoo?) ':

:*64;Z005'ius~'of'c~mer~rQPrieta:ry
lletwork iIJ:formationwitb:ont cus
tomerapproV'~.

,(a.):A.ny teleeorm!'lunicationscarrier
may.use, disdose,oJ:'permitaccess. to
CPNl,·.for.·.the ,.purpose .ofproviding, .... or
marketing serviceofferingsamong'ilie
categori~ofservic~ •(he; . local.... inter
exCha.nge,andCMR$)towhicl1. thecus
tomer already subscribes .tronl. the

~;:alic~er.,••.•...,•.WithO~:., •••..·cus;omer,... ':1-
(1).Jf .... 'a.telecomrrlUnic~tionscarrier

prQVide9differentcategorlesof~ef'lice;
and a customer subseribestp;more
than one category ofservice offered by
tIle carrier, .the ci1I'rier .isperI11itted to
shar.e .CPNl arnong. tl1e{Zarrier'saffHi
atedentitiesthatproviqea service.of.,
f~ring .'CothecustoJrler. . . .. '.' •. ..'

(~) '. ¥a telecomm1.lnicatio~carrier
proyidesdifferentcategorie~ofseI"Vice,

but a .custom~rdoes. not. stlbscrioe. to
more than PIle 9fferingoy th~ carrier,
th~ .caI"!'ier .. is '. not permitted to .share
CPNI with it$affi1i~tes, except as prO"
vided· in§64,2007 (ti);

(0) A telecommunications carrier
may not use, disclose. orperrnit access
to CPNl1:omarket toa customer serv
ice offerings that are within a category
of service to' which the subscriber does
not already subscribe. from that car
rier, unless that carrier has customer

325



§64.2007 47 CFR Ch.l (10-1-08 Edition)

fraudulent, abusive, or unlawful use of,
or subscription to,suchservices,

[63 FR 20338, Apr. 24, 1998, as amended at 64
ER5326k,Dct.L199!l:67 ER59ZIl, Sept. 20,
'ZO02;72FR31962. June£,Z0071 '.

approval to do SO,. except as described
in paragraph (c;) ofthis section;

(1)' A' wireless' provider may' use, dis
close, or permit accesstoCPNI. derived
from. its •. provision .. of ··CMRS >.without
customer apprbval,Jor'theprovisionof ~ ... . .aI' .. elf f

c-.'-:G'PE .••..and:,JnfOr;naticmccS~I"Y'iee{s}~.A-..LM~o:-eiP~~pnr::~~rie~o¥k~fu:·
wirelinecarriermay use,disclos~arformation..

penni.t. ac.ce.s.s..' ..'t.0. CPN.I... deri....v... ed...• f r.o.mits. l' .'" f 1 1 h ,. (a) Ateecommunications . carrier
provlslOnO .....• ocae~c ... ange.ser:vlCeor may obtain .approval through. written,
interexchang.e . service, .·~ithou~ "'cus. oral or-electronic methods,
tomeI' approval, fOI".t.heprovisioI'l. of nJA telecommunic~tionsca,!'rierreo.
CPEand callanswering,voicemauar lymgonoral approvalsha1;lbear the
messagirtg,vbice stqrage and re;:rieval bur-denef dernqmt.rating thatsucb ap
services, fax store .and forward, and provaJ has .. been. ~ve:r!l .• incompliance
protocol conversion.. with the·' Commission's .rules in this

(Z) .. A 'telecommunic.atioris carrier part~

mayno!use,disclose or permit access (2) Approvalordisapproval·to use,
to CPNltoidentifyor 1:raekcust0r'l:lers disclose, orperrnit access t.o a cus
thatcall.c:01T1petingservic~pro,viders. tomer1s .. CPNI·.... obtaineg .. IJ.Y'. a, tele
For .exarrrple,.a.local.exdlange carrier communications carrier .must .. remain
may not use localserviPe .CPNJ .tpineffect·untilthe .cusr.omerrevokesor
tracK: ... @l··cust0n1erf ." 'th.1l!caU•.. ~.oca.l limits .sucnapprlJva1. o.r diS(ipprovaL
service<competitof$.·.. ...•.... ...•...... ..•.............•............ ..' ..•. m~~t~a~f~~~6:i~:t~f11Sap;~~:{

(o).. A telecommunications; ···carrier whether eral.writtenor elecr.ranic, for
may use"di$dose,~rperI!1it access to at.leastoneyear,
CPNl, .. ·wi'tl:l0~tcusteme.r •• 'approval,as (b) ...• Use. of. Opt-Ou;rand .·Opt~ln Ap-
described in this paragraph .. (c). provaJ.Processes..A. telecommunications

(1) AtelecoTIlmuntcationscarriercaI'"rlermay, subject t.oopt-outa,p
may use., disclose, or permit access to provaloropt;.inapproval,'use.itscus
CPN~, ... without..ctis1:omerapproval. .in tomer'stndividuarly. iderrtifiableCPNI
itsprovisic'>!"'l0finside wiring imtalla~ for -phepurposeofmarketingcommu.
tion, maintenance, and •repair services, nications"relatedser-vlces.tc,l that CllS~

(ZJ.ClVffiSproyidersmay·ust:. diSc1o~~, torner, ...#. 'telec0rrtmunieat:iom carrier
ofperrni.taccess ... tqCPNI fqr 'ilie pur" met)', .subject .toopt-outapprpval ·.01"
pose .qf>(Zonductingreseard"l.onth~ opt-inCipproval,disclose its customer's

.' healfheffectsofC¥RS. ind.ivipual1y identifiable. ePNI, .for the
(Q)LECs,.··CMRSproviderE;.. and .end- purpose of marketing com,munications-

, ties that providf:'interc?ill1eptl::dVoIP related services to that cusr.qmer~. to
service as that term is defined irt§9.3 itsa,gentsanditsaffiIiates'that pro.~

of this chapter, .may' useCPNI,without ~idete~~=:~~~:~ela~:;i:~rv~~~,
custqmer apP!'O\,al, tq market services 1 h'
fOrm.·.. er.1.'\I, kn.·. own... as a.. d].·..un.·..,..c.. t-.t.0.-b.asic a. so pennit suc:: persons or entities to

J obtain .access ··tosuchCPNI .for suchservices, such as, but not limited to,
. d di r . '. . .. d d d'" purposes.Exceptforuseanddisdosure
spee'a mg,comPtiter-pr"()vie<lreco. o... fCPNlthatis.. perrnit.t.edWl....th.outcus~
toryassistanee.,callm0l:'litoring,call t al d t' §B42005
tr.ac...ing.. c.al.l.. bloc.. king.... , ...·.e.al..•.. ,.l retu.... rn, r....~~..·.· orner '!-pprev .• uner.seclon •. '.. ..'or that is descrihed in 'ti1isparagraph,
peat dialing,~ll'tracl<,ing, call .. wait- Dr .CiS otherwise provided .i.n .s~etion '.. 222
ing, caller l.D., call forwarding, and of the Communications Act of 1934, as
certain centrex features, amended, a telecommunications car.

(d) A. telecommunications carrier rier may only use, disclose, or pennit
, may use, disclose, or permit access to access to its customer's indiVidually

CPNI to protect the rights or property identifiable CPNI subject to opto.inap
of the carrier, or to protect users of provaL
those services and other carriers from 167 ER 59212, Sept., 20,2002. as amended at 72

FR 31962. June B.2007]
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§64.2008

all portions of thenotificatiClnmust be
1:ransla1:e9, in1:othat langua.ge .

(7) A carrier r,naystatein theno~ifi

cationtha.ttl'1ecust'J,rner's approvaJtQ
use.CPNlrnayerihancethe carrier's
abilitytC)9fferproducts~d.s~rvices
I:ailoredto,thecustClrner'sneeds .. A .••car
rieralsprnaystatein ·th~notification
thati:t:may"b~cornpelled1:odisclose
CPNI1:°aTlypersonupol1anirrua.tive
written request by tl1.e customer.

(8) A carrierrnay not include in .the
notifica~i~I1an~s1:a1:emeI1t.attempting
tp~nc:oura:ge'a . c:ustomer;t0freeze
thir.d~par:ty.accesstpCPNl,

(9L"J:'he nOtificatiop must .sr.ate .. that
anyapprova.1, ·or denialpfapprovalfC)T
the use of CPNt Qu'CSide .ofthe service
:t:ovvhicbthe .customeralrea.dy sub
scrihesfrlJmthatca~ier.is validt,tntU··
the.customer .affirmatively ·revqkes ·or
limits isuchapprova.1ordenia+,

(10) ·A. telec9mrnunicationscarrier's
solicitatiop.fqrapproval<tTlust bePEox;i,:
matetothe'n0tif~ca.t;oF of. a cus"
tomer's CPNI. rights.

(d}Notice Re9uireJT1emsSpeciIic to Opt~
Out: ...../1.•...... telec9rnmU!lications .... carrier
mustproyidenotificatton. ,to •.. o'o1:ain
opt-°u,tapprovalt:hEougnelectr0n.icor
writt.en.rryethods,bu~I1o"tb¥'()ral·'70m",

munication(except(lSprovided ... in.
para!5'rapl1 (f):of this sec;tipn), Th~.COD"
:t:ents.Clfcul,YSt1cD,notificatio~ ... must
c:omp1ywitht:he·requir~m~nts·ofpar~
sraph(c)ofthis sectioI1:"'<»< . .••... ..>:'

(l)Ca,;riersrnustwait .a30"daymin"
imurriperiodoftil'l'le ·•. aftergiving. ellS

tomersnoticeand.an .qppqrtuni~ to
opt-outbefqreassumingcustomerap
provaltouse,. disclose;?r permita.ccess
tqCPNLA .carrier may, .. in its .discre.
ti0tl,.pro"ide for' a. longer .period; .. Ca.r,
rierp.·111u,st •..no:t:ifYc¥sto.mers ..··as .. ·.·.t9: the
applicable·.·.·waiting.Pertod.·.Jora .•re~
sponie bf;fore appr?valisassuI'[)ed.

(i)~11 .the ·.case ofanelec'Cronic form
ofnotificatioI1,.the waitil'lg.·penod•shall
begiI1t9TunJromi:he .. date. on which
thenotificatioI1 was sent: and

(it) In the case ·of ··'notification. by
mail, the wflltingperiodshaHbegin to
run on the third day following the date
that the notification was mailed. . ,

(2) CarrierstlSingthe opt-out mecha~
nism must· provide notices to their cus
tomers.every twoyears.

(3)'Telecommuriicatioris carriers that
use e-mai.lto prOVide opt..out notices

§64..200aN~ticerequi.redfor·m;e... of
customerprop:cietarynetwork in-

·.•·.·forna~o~:i >.i··.·.•..••.··..·•••..·•.•.. ·.•. ··•·.·.
(a,)'Notificatiop.GenerallY,(i) .Prior to

anysolicitC':tiarlforcust0T1]er approval,
atelec::ommunicati?ns. carrierm~st
proviti!; .notificat:iop .totpe..c::~sI:Omeor .. of
thecust~mer's,righttoTestrictuseof i

~~~;f~i~PNX.• ~1"l~ ..·;\:C::;~·.i;?.···that .. cus~
(2) ....A.telecomrmll"licationS . carrier

must maintain records ,of notifica.tion,
w.,.. ·,hetl1~~o\ati'WrtttenoreIeC::l:ron. iC,.fO.f.
at least one year.,··'......,.•,...,...••.....»',

(b) lndi\fidualnot~ce ,to .• customers
n1Ust:be.·providet:lwh~pso1iciting.ap
provaJ.touse.• ·disdos£:i.~r.perrrlitacces~
1.:0 custorners'CPNL ..••....,... .

(c)Contento/NDtice. Cust.(l:nernotifi.
cationrrlustpro\ridestiffic:iel'lt inf0!TI1a,
tiontp,enable· the ,cust0tTlertomakean
infopneddecisiC!ln '. ast0:YVl1et:her toper.
rnitaca.rriert:0usf-:,. disclose, orpermit
acce:~···to.~ ..·thecusl:?P1er's CPNI,••..".

{l)Thenotification musts-cate .that
1,he cust~merh~aright, and thecar
rier hasCidutY'W1der federClllaw,to

. prot£:ct tb~c01{fidTn~iCllityotCPNl'
(Z}'r'henotifica1:fo;:.Ulust .•specif)'the

types· of·.... iri{orrnation·):hatconstitute
CPNIandthespecificent~tiesthatwirl

receivetheCPNI,describ~thepurcposes

for.·whicli··.CPNIWill .. be.·l1~edi .·anQ.1.n'
'fbn:nthecustorn~,rofhi?Drher ... righ~

tp-disapprpvethose··uses, a'nO de,'l1Jiqr
withdrawaet::f-:ss··t.pC:\~Iat~;ttlme:.

(3) The notificationrnustaclYiseth~
customerofth.e .. precisestepsthect,ts:
tomermust take in qrdertogrant or
deny access to CPNl, and must clearly
stat~ thatadenialofa.pprovalwt~Lnot

affe%thepro"islqnofany sepi'7esto
whichthl:l .. cu~tC)mer·· sUbscr~b~~.How.7
ever,carriersma.y. 'pro:v'idea .brief
statemel1t\.iI1r::learand.neutral.lan~
guage., .....• d~scribingconsequences. di~
rectly resultingJrom the la.ckofaccess
toCPNI.
, (4)Th:~ notification. rollSt be corn"

prehensibleand must not be lilis"
leading,.·.· .

(5) If written notification is provided,
the notice must be clearly legible, use
sufficiently large type; anobe placed in
an area seas to he readily apparent to
a customer.

(6) If any portion of a notmcatio!'l is
translated into another language,then
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Federal Communications Commission §. 64,;2010

§64..201Q· Safeguards on .the' disclosure
of customer .proprietaJ:'y • network
information. .

fa) Safeguarding .CPNJ.Telecommuni·
cati6nscarriers .must take reasonable
measures to discover and protect
against attempt:stogain .unautho~ized
access ··to CPNl''relecommunicatiops
carriers must propel"lyauthenticatea
customer .. priorDo displosing CPNI
based on·. custom~r .. initia'ted ·tel~phone

'contact.oriline account access, or an
in.,store visit.> . . . .••. ...'

(b) Telephone access .... to .' CPNI. .Tele
communications;carr~ersl'!layonlydis+
dose ..call detail information over the
telephone.basedon.cus1:omer-initiCited
telephone contact, tfthepustomer first
prOVides 'the carrier with a password!
as described 'in' paragraph ee}· of thiS
section, •. that· .is .... not.promptedpythe
caITier aslcingfor readily available bio
graphical information,pf .account in·
formatiqn. If the .cus1:omerdoesnot
provide a '. passvyord•.thetelecommun~, .
ca~ions carrier .. mayonly disclose call
detail .information. by sending tttothe
'customer.'s addressofre~ord,orby

calling the customer. atthetelep'hone
I'llJ.mb~rQf... record, .. If the customer. is
abletqprovide.cal1 detail ... informafion
1:0. the'teI.ecommUl'lications. carrier.d~r
inga .. customer-initiated •call without
ti1e.telecommunications.carri~f!s .. as-.
sistance,. then' th~.'Celecommun.ication§
carrier ispermittedtp.· discuss.• ··th~caU
detaiIinformat.iortprovided bythecus-
t°rrisr. ..•...• .......•... .....•... '.' .".'

((::) Online access 'to .CPN.I.A tele
communications· carrier must ·aut.hen,
ticate acust.omer without the .use of
readq:yCivailable biogrp:phicalinforma-
tion. 'or .account ..information.prior '1:;0
a:lloWingthecust;omer .online access to
QP~Irela'tedtQatelecomrnunicati0r1S

set:'\'iceaccount, 'Onc~ authenticated,
thecustomerma.yonJy obtain online
access to C:PNI relatedto:atele-.
cmnrnunicat.ions .service .' account
through .apassword, as described. in
paragraphfe) of this section. that is
not prompted by the carrier asking fat
readily available biographical' informa
tion. or account information.

(d) In.,store access to CPNI. A tele
communications carrier may disclose
ePNI toa customer who, ata carrier's·
retail location. first presents to the
telecommunications carrier or its

with the rules in this suboart fdrout
bm.md marketingsituatio~sand main
tain recordsofcarriercomplianc~fora
minimumper-iod ·of. one .. year, .• Specifi
cally. sales personnel must.· oht.ain suo
pervisoryapprova1ofanyproposedout-
boundma~k~'t:ing.request .forcus... t...o.m..·..•..e.r
apprqval,,}, .•.......,.,.................... .' .......••.•...•..............'..•.•.........

(etA ·.·..telecommunicationscarrier
must have an officer.as an agent ofthe
cCirrier. sign and file withthe~ommis,
slon a compliance certificate On an an
nua.I .basis~Theofficermust .'~tat~ iIj
thecertification.that. he orshe has •per
sonallq10'Wled!5ethatthe .company has
establish~doperating•. pr:oceduresthat
are, adequate to ensure ... complicmce
with the rules in this subPiirt. The car,
riel' mustprovideastatel'!lentaccom.
panying the9;rtificateexplaining. hoM'
it:soperatingproceduresensurethat it
i~ or ispotm compliancewttp,the

. rul~s,inthissubpart. ,Jnaddition;the
,carr;ler mustincll.ldean e"planCitipn of
any actions tlaken .against. data brokers
and a summary 'of all. c\lst0l'!ler. corn
plain~received ipthe past yearcpn,
cerningthe .unaut.horized ..•. releas~of
CPNLTh.isfiling••. mustbemadeannu.
a11YWitl1theEnforcemeDt .Bureau .'. onor b~foreMarc111inEB.·.Do?k~t.N9,.·O().,
36!for data pflrtaining tp the previous
calen~arJ'ear., .'

(f)Carriers .•. rpustprovide; .·written11:0'
1:icewitl1iI}fiye b~iI1essqay§toth~
Commission ofanyinstancewnere the
opt-out mechanisms donot>vvorkprot
erly. tosuch,adegreethatconsllmers'
inability to opt-out .. is !l10re than .a1)

anomaly. . ' '.. '. '•......•...•.. ".' .' .
(1)1'he .notice shall. be' in' the form of

a lettet,.andshai1 include the carrier's
name".Ci .... ~~.scription .,Of. theophout
.mechanism (sj·•. useo..the problern{s) 'ex
perienced" the .reI!ledyproposedand

. when it .... will be/was implemented,
whether the relevartt state commts
sion(s)hasbe.em I10tifiedand whether it
has taken any ·action..clcoPYOf the ·no
tiCe provided to customers. and contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

163FR 20338, Apr, 24. 1998. as amended at 64
FR53264. Oct. 1. 1999; 67 FR 59213,' Sept. 20,
2002; 72 FR31962.. June 8. Z007]
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agent a valid photo IDmatching the
customer's· account information.

(e) .Establishment of a .. Password and
Back.up AuthenticatiotJ Methods for Lost
or Forgotten Passwords.Toes'tablisha
password, a telecommunications car"
riel' musfauthenticatethe customer
without the use of .readilyayaHablebi"
ographiceyinformation, ·oraccourrc .in
formation. Telecommunications. car"
rie~smC1ycreateaback-up customer
authentication method in. the event.of
a Iost<or forgottenpassword, but such
hack"1.l.p ,custamem authentication
method. may .not prompt the customer
for readi}:yavailable biographical infor
mation, or accoUnt information. If a
cus1:omet .Cannot . provide .. thecorrect
password or ·thecorrec:t response for
the back.upcustomer .• authentication
method, .. tpecustomerm1.l.stestablisha
newpasl3word ...~.describedmttlisPElIa-
graph. .......•............ > .....•.... . .

(f) .. Notification .of accountchanges.
"[elecornmun.ica:~ionscarrierl1I'tlus~.no.•
tifycust.0rI1erslmrnediately ... 'Nhenever
a password,CUStornerreEiPonseto ·a.
back-upmea,ns ... ,. of.· authentication for
lost .or .forgottenpasswordS,onli!leac:~
CDunt,or address ·afrecon:i ·iscrea'ted· or
changed, This notification is not reo
qUired\Vhenthe .. customer initiates
service,< .indudingthe. selectiouofa
password at service initiation.. Thisno~
tific:atipD. maybethI'oug'ha carriero,
ori,ginateqv()icemail'ortextrnessage
tp th~t:~l~phon~nl.,1mberpfr~cqrd,or

bv <n:lailtotheaddres~of.record,and

~ustnot reveal the changed i[1f0Fa"
tionorbesent to the new account in"
formation.

(g) .13usiness customer e,xemption. Tele
commuI)-icati0T1$ .. carriers may .' bind
themselves contractually .. to •·.authen.
ticatian regimes other than those de
scribed in thissectianfor services they
prOVide to· their business. customers
that. haye ... botpa .. dedicated ... account
representative and a contract that spe
cifically addresses the carriers'protec
tion ofCPNl.

In FR3196Z. June 8. 2007)

§ 64.2011 Notification. of customer pro
prietarynetwork:iJiformatioD secu.
rii::y breaches..

(a) A· telecommunicationS carrier
shall notify law enforcement of a
breach of it:s customers'CPNI as pro-

47 CFR .Ch. J (1 D-1-DSEdition)

vided in this section. The carrier shan
not notifyi!:? customers or disclose the
breach publiCly, whether voluntarily or
under state or local law or these rules,
until ithascomp~eted the process of
notifying law·.enforcement pursuant .'tp
paragraph (b) ofthis secti.on.

(b) .A.ssDon as practicable, and in no
event .1ater. ·.t:han.seven..(7J .. business
days, afterreasoml.ble determination.of
the .. breach\thetelecommunications
carrier shall.electronicallYl1otify .the
United States .Secret .. SE;lt"vice(USSS)
anc:ltheFedE!ralpureau oflnyestiga
tion{FBl). through a central reporting
facility. TheComniisl;;iollvvillmainta;in
a lin.ktc) the reporting facility at http://
www.fcc.govleb!cpni.

(1) No.twithstandinganystate 113wto
the contrary, the· carrier shan not no
tifyc:us'Comersordisdose·thebreac:hto
the .publicuntn·.. 7... full···business day?
h<ivep~.!3edafterDotlficatianto. the
USSS .and ...theFB]'excep~.asprQvided
tP•. ,paragrClP~ ...•• (l?)(~)··· .•aJ1d\b){~).'.Qf .~hiS
section'i> .....•.........•.............

(Z}Ifthecarrierbelievesthatthere is
an extraordinarily urgent .. peedto no
tify .any·class ... ·ofaffec.:t:eci customers
sooner than· otherwise allowed under
paragr<:rph(orn) .. qf this section, . in
order .... to .avoid immediate ... and .. irrep~
aral?le .harm, .. it .•shallsoimhcate in. its
notificationanc!rnay pr()ceeo. to, imrm~"
diately .. notify itsaffectecicust9mers
oDly aft{;lf consl.lltationv,ritl1thelTel
eVant investiga.ting.agency, The carrier
shal1cDoperate withthe ... relevan.tin
vestigatingagency'~.... requ.est .. tp .mini
mize . any adverseeffec:tsof suth cus-
tomer.notificatioI'l..•..·.... ,'........ . ....

(3) If therelfi!vant investigating agen
cy deterrriines that public disclosure or
notice1Zo custmners would impede aI"'

.compromiseanongQing or potential
criminal investigatioI1ornatioI1a1 se
curity, such agency ma~directthec:ar

rier nottosod.isclaseor notify for an
initial periodofu~to3ndays. Such pe
riod may beem:endedby the agency ··as
reasanablynecessf.lJ0Iin •.the judgment
of the agency, 1fsuch direction is
given, the agency shall .notify the car
rier when it appears that public disclo
sure or notice to affected customerswill no longer impede or compromise a
crimina1.investigatian. or national se
curity. The agency shall provide in
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